Abstract. Regulation normally requires critical systems to be certified before entering service. This involves submission of a safety case -a reasoned argument and supporting evidence that stringent requirements have been met and that the system is acceptably safe. A good safety case encompasses an effective risk mitigation process which is highly dependent on requirements traceability. However despite its many benefits and regulatory requirements, most existing software systems lack explicit traceability links between artefacts. Reasons for the lack of traceability include cost, complexity and lack of guidance on how to implement traceability. To assist medical device organisations in addressing the lack of guidance on how to implement effective traceability, this paper aims to present the development and validation of a traceability process assessment model and the actions to be taken as a result of the validation. The process assessment model will allow organisations to identify strengths and weaknesses in their existing traceability process and pinpoint areas for improvement.
Introduction
Manufacturers of safety critical software must ensure their software meets stringent guidelines and is safe to use as intended. Guidelines such as [1], EN50128 (railway) [2] and IEC 62304 (medical devices) [3] represents industry consensus opinion on the best way to ensure safe software, e.g. IEC 62304 provides a framework of life cycle processes with activities and tasks necessary for the safe design and maintenance of medical device software. Traceability is an important tool in ensuring that a rigorous software development process has been established and that software is safe, hence these guidelines provide specific guidance for the creation and maintenance of traceability e.g. IEC 62304 states that the manufacturer shall create an audit trail whereby each: a) Change request, b) relevant Problem report, and c) approval of the Change request can be traced. However despite its many benefits and regulatory requirements, most existing software systems lack explicit traceability links between artefacts [4]. Numerous reasons have been identified for reluctance in implementing traceability including cost and complexity. Other reasons include the task of building a requirements trace matrix (RTM) is time consuming, arduous and error prone [5] , there are few metrics for measuring the return on investment for traceability, stakeholders within an company have differing perceptions as to the benefits of traceability [6] , the need for documentation can cause resentment among developers who may fear that traces could be used to monitor their work [7] , difficulties with trace tools including selecting between available tools, and difficulties configuring a general purpose tool or developing a custom tool [8] . Finally almost no guidance is available for practitioners to help them establish effective traceability in their projects and as a result, practitioners are ill-informed as to how best to accomplish this task [9, 10] .
To assist medical device organisations in addressing the lack of guidance on how to implement effective traceability, this paper presents the development and validation of a traceability process assessment model (PAM). To be effective, organisations need to know how well their current traceability process helps them achieve their goals. Additionally an assessment of a process will lead to an increased understanding of the actual performance and management of activities, and the potential for improvement.
Related Work
A literature review was conducted to determine what other traceability assessment models were available in the general, safety critical or medical device domains. This review returned only one model on traceability compliance/ capability assessment called MedTrace [9] . Med-trace is a lightweight traceability assessment method, completed in 8 stages, whose goal is to assist medical device organisations to improve their software development traceability process. The authors completed assessments on two medical device companies and were able to identify areas for improvement in each company's traceability process.
There are a number of process assessment models which provide common frameworks for assessing software process capability. These models include ISO/IEC 15504 SPICE [11], Automotive SPICE [12] , SPICE 4 SPACE [13] , and the Capability Maturity Model CMMI [14] among others. These frameworks assess processes such as software design process, software construction process, software testing process etc. However the frameworks do not include a dedicated traceability assessment process. The frameworks do include traceability assessment but it is spread out across a lot of processes and sometimes difficult to interpret e.g. base practice 4 of the software construction process (Eng. 6) in SPICE states; "Verify software units. Verify that each software unit satisfies its design requirements by executing the specified unit verification procedures and document the results". Explicit traceability is not required in the above statement but it may be implied. It is open to interpretation.
